PFSense on Proxmox

This is a short guide to install PFSense on Proxmox as VM

Download PFSense CE from https://www.pfsense.org/download/

Upload or download iso to Proxmox

Navigate to your storage drive ,click on ISO Images, upload or download from URL

Storage 'Data’ on node 'pve’

& Summary Upload Download from URL Remove
Backups Name

& VM Disks Fedora-Workstation-Live-x86_64-37-1.7.is0
&o CT Volumes pfSense-CE-2.6.0-RELEASE-amd64.iso

(®) 1S0 Images

(& CT Templates

[# Snippets

o' Permissions


https://www.pfsense.org/download/
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Upload )

File: C\fakepath\pfSense-CE-2.6.0-F | Select File |
File name: pfSense-CE-2.6.0-RELEASE-amd64.iso

File size: 731.91 MiB

MIME type: application/x-cd-image

Hash algorithm: | Mone ™

Abort

Lipload

on Proxmox create new VM, for this LAB we will keep all settings default

Create: Virtual Machine

General 05

System Disks  CPU Memory Metworl
| Node: pve b Resource Pool:
VM ID: 500 <
Mame: Pfsense

Confirm

| Start at boot: ] Start/Shutdown

order:

Startup delay:

Shutdown timeout:

© Help

any

default

default

Advanced k1 m
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Create: Virtual Machine )

General System  Disks  CPU Memory  MNetwork  Confirm

(® Use CD/DVD disc image file (iso) Guest 05
Storage: | Data b Type: Linux b
ISO image: :-CE-2.6.0-RELEASE-amdb4.iso  ~ Version: 5.x - 2.6 Kernel b

(O Use physical CD/DVD Drive

() Do not use any media

Create: Virtual Machine )

General 0S5 BSECY Disks  CPL Memory  Network  Confirm

Graphic card: Default b SCSl Controller: | WirtlO SCSI single hd
Machine: Default (i440fx) W Clemu Agent: ]

Firmware

BIOS: Default (SeaBIOS) w Add TPM: ]

© piarces 2 (D D
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Create: Virtual Machine )

General 05  System m CPU  Memory  Network  Confirm
scsi0 8 BN sandwidth
Bus/Device: SCsSI v 0 O Cache: Default (No cache)
SCEIl Controller: VirtlO 3CSIl single Discard: ]
Storage: Data ~ |10 thread: M
Disk size (GiB): | 32 <
Format: QEMU image format
S50 emulation: [] Backup: bA
Read-only: L] Skip replication: [

Async 10: Default (io_uring) w

O Add



Create: Virtual Machine (<)

General 0OS  System  Disks Memory  Network

Sockets: 1 33 Type: Default (kvmB4)
Cores: 1 > Total cores: 1

VCPUs: 1 % CPU units: 100

CPU limit: unlimited % Enable NUMA: [

CPU Affinity: All Cores

Extra CPU Flags:

Default O@0) + md-clear Required to let the guest OS know if MDS is mitigated correctly

Default Ne o er peid Meltdown fix cost reduction on Westmere, Sandy-, and lvyBridge Intel
L) CPUs

Default O@0) + spac-cirl Allows improved Spectre mitigation with Intel CPUs

Default @)+ ssbd Protection for "Speculative Store Bypass”® for Intel models

Default O@0) + ibpb Allows improved Spectre mitigation with AMD CPUs

© var pirces 2 D D
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Create: Virtual Machine )
General O0S  System  Disks CPU MNetwork  Confirm

Memory (MiB): 2048 >

Minimum memory (MIB): 2048 v

Ballooning Device: i

© Help
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Create: Virtual Machine )

General 0S5  System Disks  CPU Memory Confirm

] No network device

Bridge: vmbrQ b Maodel: WVirtlO (paravirtualized) b
VLAM Tag: no VLAMN o MAC address: auto

Firewall: ¥

Disconnect: L] Rate limit (MB/s): | unlimited .
MTLU: 1500 (1 = bridge MTU) - Multiqueue: -
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Create: Virtual Machine (0

General OS5  System  Disks CPU  Memory  MNetwork

Key T Value

cores 1

ide2 Data:iso/pfSense-CE-2.6.0-RELEASE-amd64.iso,media=cdrom
memory 2048

name Ptsense

netd virtio,bridge=vmbr( firewall=1
nodename pve

numa 0

ostype 126

scsil Data:32 format=qcow2,iothread=on
scsihw virtio-scsi-single

sockets 1

vmid 500

[] Start after created

After its finish you can go to your virtual machine, navigte to hardware to add as many network
interface you need, for our LAB we only need 2 one for WAN (Default nic) and one for LAN (to
segment networks on our proxmox LAB.
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Virtual Machine 500 (VM 500) on node 'pve’ Mo Tags &

& Summary Add Remove Edit Disk Action Revert
> Console & Memory 2.00 GiB
L Hardware M Processors 1 (1 sockets. 1 cores)
& Cloud-Init ¥ BIOS Default (SeaBIOS)
& Options L Display Default
Machine Default (i440fx
Task History % ( )
£ SCSlController VirtlQ SCSI single
@& Manitor L : : . .
@ CD/DVD Drive (ide2) Dataiso/pfSense-CE-2.6.0-RELEASE-amd&4.iso,media=cdrom,size=7494 76K
Backup & Hard Disk (scsi0) Data:500/vm-500-disk-0.qcow?2,iothread=1,5ize=32G
13 Replication = MNetwork Device (net0) virtio=26:ED:69:C6:48:54 bridge=vmbr0 firewall=1

9 Snapshots
U Firewall

o' Permissions

For our LAB we are adding vmbrl (previously assigned on Proxmox pve/network/create linux
bridge) our physical server has 3 physical NICs for testing.

we are also using vlan 20 for testing purposes, you can proceed without a vlan if not needed, click
add.

Add: Network Device )
Bridge: vmbri Maodel: VitlO (paravirtualized)

VLAN Tag: 20 MAC address: auto

Firewall: A

Disconnect: L] Rate limit (MB/s): | unlimited

MTU: 1500 (1 = bridge MTU) Multiqueue:

@ Help Advanced [

Now we are ready to turn on VM go to console and navigate thru the wizard.

Click on Accept
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Copyright and distribution notice ,
Copyright and Trademark Notices.

Copyright(c) 2004-2016. Electric Sheep Fencing, LLC ("ESF").
All Rights Reserwved.

Copyright(c) 2014-2022. Rubicon Communications, LLC drsbra Netgate
("Netgate").
All Rights Reserved.

All logos, text, and content of ESF andsor Netgate, including underlying
HTML code, designs, and graphics used and/or depicted herein are
protected under United States and international copyright and trademark
laws and treaties, and may not be used or reproduced without the prior
express written permission of ESF andsor Netgate.

"pfSense” is a registered trademark of ESF, exclusively licensed to
Netgate, and may not be used without the prior express written
permission of ESF and-/or Netgate. All other trademarks shown herein are
ouwned by the respective companies or persons indicated.
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<fccept>

Select Install and ok

pfSense Installer

Welcome

Welcome to pfSense!

I Install pfSense

Rescue Shell Launch a shell for rescue operations
Recover config.xml Recover config.xml from a previous install

<Cancel>

Default Keymap unless you need to select a different keyboard map
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pfSense Installer

Keymap Selection
The system console driver for pfSense defaults to standard “"US"
keyboard map. Other keymaps can be chosen below.

>>> Continue with default keymap
—=>- Test default keymap

) Armenian phonetic layout
Belarusian

Belgian

Belgian (accent keys)
Brazilian (accent keys)
Brazilian (without accent keys)
Bulgarian (BD3S)

Bulgarian (Phonetic)
Canadian Bilingual

Central European

L = L S S S =

F
mEalalalalalalalalal

ES {Cancel>

[Press arrows, TAB or ENTERI]

We will use an ZFS partition for this LAB as is virtual, if you are installing on a physical device you
can use manual to specify your partition type

pfSense Installer

Partitioning
How would you like to partition your disk?

Auto (ZFS) uided Root-on-ZF3

Auto (UFS) BIOS Guided Disk Setup using BIOS boot method
Auto (UFS) DEFI Guided Disk Setup using UEFI boot method
Manual Manual Disk Setup (experts)

Shell Open a shell and partition by hand

{Cancel>

Proceed with Installation
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ZFS Conf iguration
Conf igure Options:

>>> Install Proceed with Installation

Pool TyperDisks: stripe: O disks
Rescan Devices *

Disk Info *

Pool Name pfSense

Force 4K Sectors? YE3

Encrypt Disks? NOD

Partition Scheme GPT (BIOS)

Swap Size 1g

Mirror Swap? NO

Encrypt Swap? NO

—

EIuTMELZ

ES {Cancel?>

Create ZFS boot i isplayed options

We will select Stripe as this is a virtual machine, no need for mirror zfs type, if you are installing
this on a physical machine and would like to have raid type partition make sure to select mirror

pfSense Installer

ZFS Configuration
Select Virtual Device type:

Stripe - No Redundancy

mirror Mirror - n-Way Mirroring

raidli® RAID 1+0 - n x 2-Way Mirrors
raidzl RAID-Z1 - Single Redundant RAID
raidzZ RAID-ZZ2 - Double Redundant RAID
raidz3 RAID-Z3 - Triple Redundant RAID

{Cancel>

[Press arrows, TAB or ENTERI]

[1+ Disks] Stripi rovides maximum storage but no redundanc

Confirm your configuration and select ok


https://wiki.tinod.net/uploads/images/gallery/2023-03/djwSDrvJ59w4WMMO-9oEimage.png
https://wiki.tinod.net/uploads/images/gallery/2023-03/UIoH74uh24UAep8u-8DUimage.png

pfSense Installer

ZFS Conf iguration

l@ JEMU QEMU HARDDISK

¢ Back >

Last chance, make sure you select Yes unless you want to make any modification, select yes and
press enter.

ZFS Conf iguration

Are you sure you want to
the current contents of the following disks:

da®

< MES > < NO >

[Press arrows, TAB or ENTERI

PFSense will begin the installation.

Archive Extraction .
Extracting distribution files...

base.txz. .. /

Overall Progress:

83~ ]
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Select no unless you need to go to shell for any configuration, not needed for this lab.

if you navigate to shell you can type exit and then select reboot to complete the installation

{ieboot>

After reboot you will be prompt about setting up vlans, select N
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FeaturesZ2=0x80202001<3SE3,CX16,x2APIC,HU>
AMD Features=0x20100800<SYSCALL,NX,LM>
AMD FeaturesZ2=0x1<LAHF>
ypervisor: Origin = "KUMKUMKUM"
Done .
done.

Default interfaces not found —- Running interface assignment option.
link state changed to UP

link state changed to UP
interfaces are:

tnetd® 26:ed:69:cbH:48:54 (down) VirtI0D Networking Adapter
tnetl fa:63:f1:d1:40:5b (down) VirtlI0 Networking Adapter

0o ULANs need to be set up first?
If VLANs will not be used, or only for optional interfaces, it is typical to
ay no here and use the webConfigurator to configure ULANs later, if required.

Should ULANs be set up now [yinl?

type in your WAN interface or select a for auto-detection, if your interface is not yet connected
select your interface manually in our case vtnet0

If the names of the interfaces are not known, auto-detection can
be used instead. To use auto-detection, please disconnect all
interfaces before pressing 'a’ to begin the process.

Enter the WAN interface name or 'a’ for auto-detection

(vinet® vinetl or al): vtnetO

vtnetl for our LAN

Enter the LAN interface name or 'a’ for auto-detection

NOTE: this enables full Firewalling/NAT mode.
(vtnetl a or nothing if finished): vinetl

Proceed type Y then enter
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he interfaces will be assigned as follows:

AN -2 vtneto
AN =2 vwinetl

0 you want to proceed [yinl?

PFsense will initiate the interfaces and configure services

server is ready, in order to logon since we are running pfsense on a virtual machine and we are not
directly connected to our LAN interface we need to enable the WAN interface to allow connections
by disabling packet filter

select option 8 and enter the following command
pfctl -d
to enable again enter command

pfctl -e
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xxx lLlelcome to pfSense 2.6.0-RELEASE (amd64) on pfSense e

WAN (wan) -> vineto -> v4/DHCP4: 192.168.2.6/24
LAN (lan) -> vinetl ->v4: 192.168.1.1/24

0) Logout (SSH only) 9) pfTop

1) Assign Interfaces 10) Filter Logs

Z) Set interface(s) IP address 11) Restart webConfigurator

3) Reset webConfigurator password 12) PHP shell + pfSense tools

4) Reset to factory defaults 13) Update from console

5) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
?) Ping host 16) Restart PHP-FPM

8) Shell

Enter an option: 8

[Z2.6.0-RELEASE]l[rootiépfSense.home.arpal/root: pfctl -d
pf disabled
[2.6.0-RELEASE]l[root@pfSense.home.arpal/root:

Navigate to your WAN IP https://192.168.2.6

default username is admin password is pfsense

change your password.

O G o+ https://192.168.2.6/wizard.php?xml=setup_wizard.xml

h [(OHomelab ™ Thingsi'llneed oneda... ™ Homepage

'Sense System ~ Interfaces ~ Firewall ~ Services ~ VPN ~ Status ~ Diagnostics ~ Help ~

COMMUNITY EDITION

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Wizard / pfSense Setup / @

pfSense Setup

Welcome to pfSense® software!
This wizard will provide guidance through the initial configuration of pfSense
The wizard may be stopped at any time by clicking the logo image at the top of the screen.

piSense® software is developed and maintained by Netgate®

This is it, that's how you deploy pfsense as a virtual machine on Proxmox
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