AZ-104 - Governance and
Compliance - Locking and
Moving Resources

Control and organize Azure resources with Azure Resource Manager

Move Azure resources to another resource group

What are Locks

e Locks allow you to override permissions to resources.
e You can lock subscriptions, resources groups or resources.
e Lock Restrictions apply to all users and roles.

Lock types

e Read-only allows authorized users to read a resource, but they cannot delete or update
the resource.

e Cannot-delete allows authorized users to read and modify a resource, but they cannot
delete the resource.

e Locks are inherited from the parent scope.

Moving resources is the process of actually moving resources that are contained in a specific place
in Azure


https://learn.microsoft.com/en-us/training/modules/control-and-organize-with-azure-resource-manager/
https://learn.microsoft.com/en-us/training/modules/move-azure-resources-another-resource-group/
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Navigate in azure portal to your resource group and add a lock
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Add Lock to DontDelete or whatever random name, assign to Delete, from this page you can edit or
delete the lock.
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Now with a lock let's select all resources and ht delete

Home » Resource groups >

Resource groups

Pluralsight Cloud (realhandsonlabs.com)

+ Create 8 Manage view ~

[ Fiter for any field

Name

[4) 1-ac7fc18c-playground-sandbox

() 1-ac7fc18c-playground-sandbox =

Resouree group

e

(4 Overview

Activity log

P Access control (IAM)
® Tags

I+ Resource visualizer

£ Events

Settings

& Deployments

QO Security

@ Deployment stacks
) Policies

1! Properties

£ Locks

Cost Management
<. Costanalysis

3 Cost alerts (preview)
) Budgets

@ Advisor recommendations

Moritoring

@ Insights (preview)

+ Create % Manageview ~ [i] Delete resource group () Refresh L Exportto CSV 5 Open query

A Essentials
Subscription (move) : P8-Real Hands-On Labs
Subscription ID 9734ed68-621d-47ed-babd-269110dbach 1

Tags (edity Add tags

Resources  Recommendations

Filter for any field.

Showing 1 to 9 of 9 records. [_] Show hidden types @

Type equals all X

Name +

= diagscguwiSsy72i44
@ nict

@ nie2

P Ns6

B publicip

@ subnet-2-nsg

> virtualNetwork

K VM-MultiNic

& VM-MultiNic_OsDisk_1_65d4b64263254ba9902a63aa5%aade2

Location equals all X

Deployments : 1 Succeeded

Location West US

* Add filter

Type Ty

Storage account
Network Interface
Network Interface
Network security group
Public IP address
Network security group
Virtual network

Virtual machine

Disk

{ Assigntags —> Move  [i] Delete

L Export template

[ openin mobile

JSON View

No grouping

v | [ == wist view

Location *y
West US
West US
West US
West US
West US
West US
West US
West US

West US



Delete Resources X

The selected resources along with their related resources and contents will be permanently
deleted. If you are unsure of the selected resource dependencies, navigate to the individual
resource page to perform the delete operation. More details of the resource dependencies are
available in the manage experience.

Resources to be deleted (9)

Name Resource type
diagscguwj5sy72144 Storage account Remove
nic-1 Metwork Interface Remove
nic-2 Metwork Interface Remove
MSG Metwork security group Remove
publiclp Public IP address Remove
subnet-2-nsg Metwaork security group Remove
virtualMetwork Virtual network Remove
VM-MultiMic Virtual machine Remove
VM-MultiMic_OsDisk_1_65d4b64263254ba990f2a63 Disk Remove

n Apply force delete for selected Virtual machines and Virtual machine scale sets (i)

Enter "delete” to confirm deletio
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We are unable to delete because of the lock delete rule
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Please remove the lock and try again. (Code:
Scopelocked)

nic-1: The scope 'fsubscriptions/9734ed68-621d-47ed-
babd-269110dbach1/resourceGroups/1-ac7fc18c-
playground-sandbox/providers/Microsoft.Network
/networkinterfaces/nic-1" cannet perform delete
operation because following scope(s) are locked:
‘fsubscriptions/9734edb68-621d-47ed-
babd-269110dbach1/resourceGroups/1-acifcl18c-
playground-sandbox’. Please remove the lock and try
again. (Code: Scopelocked)

nic-2: The scope fsubscriptions/9734ed68-621d-47ed-
babd-269110dbach1/resourceGroups/1-acifc18c-
playground-sandbox/providers/Microsoft.Metwork
/networkinterfaces/nic-2' cannet perform delete
operation because following scope(s) are locked:
‘fsubscriptions/9734edb8-621d-47ed-
babd-269110dbach1/resourceGroups/1-ac7fc18c-
playground-sandboyx’. Please remove the lock and try
again. (Code: Scopelocked)

MSG: The scope *fsubscriptions/9734ed68-621d-47ed-
babd-269110dbach1/resourceGroups/1-acifc18c-
playground-sandbox/providers/Microsoft.Network
/networkSecurityGroups/MNSG' cannot perform delete
operation because following scope(s) are locked:
‘fsubscriptions/9734ed68-621d-47ed-
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Now lets go to a specific resource inside our resource group, let's go to our VM

first we need to stop the resource then hit refresh, wait for the status to stopped.
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Let's go back to modify our resource group lock from Delete to Read Only

O Refresh

we go to our resource group, select lock (hit refresh if not shown) then edit, we will modify lock
type from Delete to Read-only and hit ok
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We will refresh and make sure its now read-only
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let's go back to our resources overview, open the VM again and let's Start our VM, we get a
warning message, cannot perform write operation, please remove read-only lock
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Now if we go back to our resources group we can select all our resources, from here we can click
on Move, here you can move resources too another resource group, to another subscription or to

another region.
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