AZ-104 - Administration -
Azure CLI and Powershell

Install PowerShell on Windows, Linux, and macQOS

How to install the Azure CLI

Commands

What is the Azure CLI

e Its a command-line utility for managing azure resources
e Crate and manage resources without logging to the azure portal
e Create scripts to automate tasks

cloud@Azure:~$ az group create \
> —-name $rqg \

> -=location Slocationl

What is Azure PowerShell

e Its a set of cmdlets for managing Azure resources
e Create and manage resource s without logging into the azure portal
e Create scripts to automate tasks.

PS /home/cloud> New-AzResourceGroup
>> =Y. , $rg

>> n Slocation



https://github.com/BrentenDovey-ACG/AZ-104_Azure_Administrator/blob/95a62b8af178794ca2c6ebf8a19f33740a61f4e8/S02_Basic_Prerequisites_of_Azure_Administration/L03_Using_Azure_CLI_and_PowerShell/commands.txt
https://learn.microsoft.com/en-us/powershell/scripting/install/installing-powershell?view=powershell-7.4&viewFallbackFrom=powershell-7.1
https://learn.microsoft.com/en-us/cli/azure/install-azure-cli

Cloud Shell

First we need to create a Cloud Shell

A~

DEFALILT DIRECTORY -'

Click on Cloud Shell X

Select Bash or Powershell

Next : Disks > A Give feedback

>

Welcome to Azure Cloud Shell

Select Bash o
Cloud Shell too

yerShell. You can change shells any time via the enviranment selector in the

Wam used environment will be the default for your next session.

Bash PowerShell

Go to Advanced settings

You have no storage mounted

Azure Cloud Shell requires an Azure file share to persist files. Learn more
This will create a new storage account for you and this will incur a small monthly cost. View pricing
Azure Cloud Shell will register your subscription with Microsoft.CloudShell resource provider.

* Subscription

! Azure subscription 1 E Show advanced settings

A

Create storage | Close |

Select a random storage account name and a file share name then click on create storage



You have no storage mounted

* Subscription * Cloud Shell region

Azure subscription 1 | | East US | Hide advanced settings

[ Show VNET isolation settings

* Resource group * Storage account * File share
() Create new (@ Use existing (@ Create new Use existing @ Create new Use existing
DefaultResourceGroup-CUS | | randomstorageaccountname | randomfiilesharenarm

Create storage | Close |

if you get this error its more likely your storage account name its already in use, use alphanumeric

. : X
@ Storage creation failed

Error: 409
{"error"{"code" ;" StorageAccountAlready Taken”,"message™"The storage account named randomstorageaccountname is already
taken."}}

Can't create a storage account. Please try again.

Done, you can switch between Powershell and Bash using the drop down menu on the left

Powersiel v | 0 ? @ B O B =g

Bash share subscription 33d9a849-c6f5-455d-b9ed-ef89b317fcec is not registered to Microsoft.CloudShell Namespace. Please follow these instructions "https://aka.ms/RegisterCloudShell” to register. I
legistered subscriptions will have restricted access to CloudShell service.

MOTD: Azure Cloud Shell now includes Predictive IntelliSense! Learn more: https://aka.ms/Cloudshell/IntelliSense

VERBOSE: Authenticating to Azure ...

WARNING: You're using Az version 11.2.0. The latest version of Az is 11.3.08. Upgrade your Az modules using the following commands:
Update-PSResource Az -WhatIf -- Simulate updating your Az modules.
Update-PSResource Az -- Update your Az modules.

Here we can run AZ CLI commands



PS /home/cesar> az group list
[
{

"id": "/subscriptions/33d9a849-c6f5-455d-b9e4-ef89b317fcec/resourceGroups/DefaultResourceGroup-CUS",

"location": "centralus",

"managedBy": null,

"name": "DefaultResourceGroup-CUS",

"properties": {

"provisioningState": "Succeeded"

H

"tags": null,

"type": "Microsoft.Resources/resourceGroups"

"id": "/subscriptions/33d9a849-c6T5-455d-b9e4-ef89b317fcec/resourceGroups/NetworkiatcherRG",
"location": "eastus",
"managedBy": null,
"name": "NetworkWatcherRG",
"properties": {
"provisioningState": "Succeeded"
H
"tags": null,
"type": "Microsoft.Resources/resourceGroups"

"id": "/subscriptions/33d9a849-c6T5-455d-b9e4-ef89b317fcec/resourceGroups/K8s_group",
"location": "eastus",
"managedBy": null,
"name": "K8s_group",
"properties": {
"provisioningState": "Succeeded"

H

"tags": null,

"type": "Microsoft.Resources/resourceGroups”
}

1
PS /home/cesar> ||

And here is using the powershell



PowerShell W

PS /home/cesar> Get-AzResourceGroup

ResourceGroupName : DefaultResourceGroup-CUS

Location : centralus

ProvisioningState : Succeeded

Tags :

ResourceId : /subscriptions/33d9a849-c6T5-455d-b9e4-ef89b317fcec/resourceGroups/Defaul tResourceGroup-CUS

ResourceGroupName : NetworkWatcherRG

Location : eastus

ProvisioningState : Succeeded

Tags :

Resourceld : /subscriptions/33d9a849-c6T5-455d-b9%e4-ef89b317fcec/resourceGroups/NetworkiWatcherRG

ResourceGrouphName : K8s_group

Location : eastus

ProvisioningState : Succeeded

Tags :

Resourceld : fsubscriptions/33d9a849-c6f5-455d-b9e4-ef89b317fcec/resourceGroups/K8s_group

PS /home/cesar> []

We can save objects to variables

PowerShell v | (O 72 &8 [ {y b

PS /home/cesar> %$rg = Get-AzResourceGroup
PS /home/cesar> $xg

ResourceGrouplName : DefaultResourceGroup-CUS

Location : centralus

ProvisioningState : Succeeded

Tags :

Resourceld : /subscriptions/33d9a849-c6T5-455d-b9ed-ef89b317fcec/resourceGroups/DefaultResourceGroup-CUS

ResourceGroupName : NetworkWatcherRG

Location : eastus

ProvisioningState : Succeeded

Tags 3

Resourceld : /subscriptions/33d9a849-c6f5-455d-b9ed-ef89b317fcec/resourceGroups/NetworkiWatcherRG

ResourceGroupName : K8s_group

Location : eastus

ProvisioningState : Succeeded

Tags :

ResourceId : /subscriptions/33d9a849-c6T5-455d-b9e4-ef89b317fcec/resourceGroups/K8s_group

PS /home/cesar> ||

To create a virtual machine from Azure CLI

Powershell ~ | ()

PS /home/cloud> az vm create °
--Tesource-group $Ig.ResourceGroupName °
tion $rg.location
vm-demo-1200
tu2204 *
me csI °

SSH key files '/home/cloud/.ssh/id_rsa' and '/home/cloud/.ssh/id rsa.pub' have been generated under ~/.ssh to allow SSH access to the VM. If using machines without permanent storage, back up your keys to a safe location.
PS /home/cloud>




PS /home/cesar> get-cloudDrive

FileShareName : random1fileshare

FileSharePath : //[random1storage4.file.core.windows.net/randoml1fileshare
MountPoint : /home/cesar/clouddrive

Name : randomlstorage4

ResourceGroupName : DefaultResourceGroup-CUS
StorageAccountName : randomlstorage4

Subscriptionld  : 33d9a849-c6f5-455d-b9e4-ef89b317fcec

PS /home/cesar> get-azresource | format-Table

Name ResourceGroupName ResourceType Location

DefaultWorkspace-33d9a849-c6f5-455d-b9e4-ef89b317fcec-CUS DefaultResourceGroup-CUS

Microsoft.Operationallnsights/workspaces centralus

randomlstorage4 DefaultResourceGroup-CUS Microsoft.Storage/storageAccounts
eastus

NetworkWatcher_eastus NetworkWatcherRG

Microsoft.Network/networkWatchers eastus

PS /home/cesar>
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