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AZ-104 Azure ldentity -
Conceptualizing Entra ID
(Azure Active Directory)

What is Microsoft Entra ID

e |dentity and Access Management (IAM) Basics
e What is Azure AD (Entra ID)?

e Azure AD Tenant ARchitecture

e Azure AD Features

e Active Directory vs Azure AD (Entra ID)

e IAM: A global cloud-based identity service for azure that provides an identity repository
Principal: An unauthenticated entity that will seek to authenticate as an identity.
Identity: An Identity profile that is authenticated against using credentials
Authorization: Actions that are permitted/prohibited for an identity to perform

Create Identity Resources - Create users and groups

Manage Identity Security - Enable multi-factor authentication (MFA) control resources
access and provide policy based controls

When crating a tenant it will automatically assign a domain for us, for example
htf.onmicrosoft.com, you can also register a custom domain name.

A tenant can be associated to multiple subscriptions but a subscription can only be associated to
one tenant.


https://learn.microsoft.com/en-us/entra/fundamentals/whatis

— —

— ey, _—

‘ DirgczztggA(%g‘r:gnt) Subscription

/ \ \

' .y eI
/

/

~ — — —

Subscription

p— E— —

htf.onmicrosoft.com

\
Organization = Tenant = Directory | PN A

/

e |AM Platform - for azure cloud based resources.

e Identity security - additional security with MFA and Privileged Identity Management (PIM).

e Collaboration and Development - Azure AD B2B collaboration and Azure AD B2C to
support development.

e Monitoring - Audit logs, security monitoring, identity protection and risk management.

e |Identity Integration - Hybrid identity and single sign-on (SSO) using Azure AD connect and
Azure AD Domain Services.

e Enterprise Access - Additional security for applications and devices both on-premises and

in the cloud
Active Directory Entra ID
Organizational units (OUs) Administrative units
Group Policy Objects (GPOs) SAML, WS-Federation, OAuth
Kerberos, LDAP, NTLM Flat Directory Structure
Hierarchical Cloud-based solution

On-Premises Global



As part of Hybrid solution we can use Entra Connect to manage on prem infrastructure.



AZ-104 Azure ldentity -
Managing Tenants

Set up a tenant

Designing Tenants:
Planning out the design of our tenant will support easy adoption

e Build Secure Foundations: Setup best practices (e.g., SSPR (Self Service Password Reset),
MFA, backup global admin, and privileged users), for specific tasks.

e Populate Identity Resources: Add users, create groups, add devices, and setup hybrid
identity

e Manage Applications: Identify apps to be used form the app gallery, and register apps
from on-premises

e Monitor and automate: Monitor administrators perform access reviews, and automate user
life-cycles.

Logon to azure portal and go to Entra ID (formerly known as Active Directory) then go to Manage
Tenants


https://learn.microsoft.com/en-us/entra/identity-platform/quickstart-create-new-tenant

Microsoft Azure

Home >

(i Default Directory | Overview

Microsoft Entra ID

O Overview
Preview features

# Diagnose and solve problems

Manage
& Users
& Groups

=

External Identities

i Roles and administrators

Administrative units

% Delegated admin partners
£f  Enterprise applications
[0 Devices

&% App registrations

Home > Default Directory | Overview >

Manage tenants

+ Create (D Refresh == Columns | & Switc

Current tenant: Default Directery

P Search tenants F Add filters

Showing 1 of 1 results

[J organization name

O 6 Default Directory (Default)

Create a tenant

Azure Active Directory

« + Add ~ iéﬁ Manage tenants What's new

£ Search resources, services, and docs (G+/)

55 Preview features

@ Azure Active Directory is now Microsoft Entra ID. Learn more [2

Overview Monitoring

Recommendations

& Got feedback?

# Search your tenant

Basic information

Name
Tenant ID
Primary domain

License

Alerts

e © Leavetenant + Make

4 Domain name

onmicrosoft.com

*Basics *Configuration  Review + create

bd5269da-06chb-4962-bbcl-d3d58a12%cd [

onmicrosoft.com

Microsoft Entra 1D Free

A Got feedback?

1y Tenanttype

Microsoft Entra ID

Users
Groups
Applications

Devices

14 Organization ID

Ty Favorite

%

Azure Active Directory and Azure Active Directory (B2C) enable users to access applications published by your organization, and share same administration experiences. Learn more

Tenant type

Select a tenant type *

Add organization

subscription, add a resource group then review+create

(!) Azure Active Diggctory
O Azure Active Directory (B2C)

Help me choose...

™

name, Make sure initial domain its unique, select location, assign your tenant to a



Home > Default Directory | Overview > Manage tenants >

Create a tenant - X

Microsoft Entra ID

“Basics *Configuration  Review + create

Directory details
Configure your new directory

Organization name * © [t <]

Initial domain name * [ et <]

e enmicrosoftcam
Location © [ United states v

@ Geographic lacation - United States

The location selected above will determine the geographic location where Azure AD B2C will store your Core Store data only. To determine where Microsoft wil store or process your Azure AD B2C data, see Azure AD B2C region availability and data residency.

Subscription

Choose the subscription to use for Azure AD B2C. See pricing de(al\m

Subscription * [ Aure subscription 1 v
Resource group * [ NetworkWatcherRG v

Create new

Review + create [ <Previous ][ Next: Review + create >

Now we can go back to manage our tenant, remember this will be different from the main tenant.

Home >

@ htf | Overview

Microsoft Entra ID

Add ~ 53 Manage tenants What's new 5 Preview features £ Got feedback? v
@ Overview

Preview features (® Microsoft Entra has a simpler, integrated experience for managing all your Identity and Access Management needs. Try the new Microsoft Entra admin center! 2

X Diagnose and solve problems Overview Monitoring Properties Recommendations Tutorials
Manage /3 Search your tenant
& Users
2 Groups Basic information
di External Identities Name hif Users View
i Roles and administrators ‘ .
Tenant ID 2410c719-ebd7-450f-9711-97cb2c40da0t [ Groups View
% Delegated admin partners
. Primary domain htfmx.onmicrosoft.com Applications View
& Enterprise applications
License Microsoft Entra ID Free Devices View

App registrations Alerts
[& Identity Governance
£ Application proxy A Microsoft Entra Connect v1 Retirement ﬁ Up ing MFA Server dep. i A Migrate to the converged Authentication
51 Custom security attributes All version 1.x builds of Microsoft Entra Connect Please migrate from MFA Server to Microsoft Entra methods policy

4 (formerly AAD Connect) will soon stop working Multi-Factor Authentication by September 2024 to Please migrate your authentication methods off the
Li between October 2023 — March 2024. You must move avoid any service impact. legacy MFA and SSPR policies by September 2025 to
) to Cloud Sync or Microsoft Entra Connect v2.x. avoid any service impact

) ¥
@ Cross-tenant synchronization Learn more [3 Learn more (2 Learn more [3
4 Microsoft Entra Connect
k= Custom domain names My feed
@ Mobility (MDM and WIP)

Password reset ‘ Try Microsoft Entra admin center . Cesar Gonzalez » Microsoft Entra Connect
. Secure your identity environment with Microsoft 3d7454da-451f-4b9d-929¢c-ec92174f46ch D ¥ @ Not enabled
Il Company branding Entra ID, permissions management and more.

Global Administrator Qune hac navar rin

We can use the left panel to manage our tenant access, licensing, external devices, enterprise
applications, etc.



Manage

& Users
& Groups

8 External Identities

Be

Reles and administrators
& Administrative units

% Delegated admin partners
i Enterprise applications
LI Devices
5 App registrations
Y ldentity Governance
£ Application proxy
M Custom security attributes
w4 Licenses

2 Cross-tenant synchronization
& Microsoft Entra Connect
%=/ Custom domain names

2 Mobility (MDM and WIP)

Password reset

&+ User settings

il Properties

¥ Security



AZ-104 Azure ldentity -
Creating and Managing
Users

Creating Azure Users

Manage Azure Users

Azure AD to Entra ID

Describing Users

Type of Users

Creating a User

Managing User Propertiies
Bulk Adding Users

Inviting Guests

Describing Members

e Administrative users: Global admins, Billing Administrators, User Administrators.

e Members: Employees such as a support engineer to manage virtual machines,
organization data engineering team with access to specific services.

e Guest users: Users invited from a different Microsoft Entra ID Tenant, etc.

44 All users are part of Azure AD Tenant and are all just identity objects with certain
properties, each member will have a set of default permissions and all these


https://learn.microsoft.com/en-us/training/modules/create-users-and-groups-in-azure-active-directory/
https://learn.microsoft.com/en-us/training/modules/manage-users-and-groups-in-aad/
https://learn.microsoft.com/en-us/entra/fundamentals/new-name

members are all identity objects with JSON properties we can modify these
properties such as job title, given name or user's location.

e Administrators: users whit administrator role assigned
e Members: Regular user that are native to Azure AD
e Guest: External users that tare invited to the azure AD Tenant

Different methods of creating users

e Auzure Portal: Navigate to Azure Entra ID select Users, new user
e Azure CLI: az ad user create
e Powershell: New-AzureADUser

Exercise:

1. Create/add a User - create a member account inside off Entra ID

2. Update user properties - Update the properties to show this user is part of the HR
department

3. Bulk add users - Using a csv file, bulk add users to azure AD

4. Invite a Guest account - Invite an External guest to Azure AD

Navigate to Entra ID and select users, add, create new user



Microsoft Azure

Home >

£ Search resources, services, and docs (G+/)

Default Direct Overview
Microsoft Entra ID
“ + Add 5533 Manage tenants What's new & features R'j Got feedback?
O Overview =
User > Create new user
Preview features -
Group Invite external user ) )
itions Tutorials

# Diagnose and solve problems

Enterprise application

Manage
App registration
& Users
& Groups Basic information
85 External Identities Name Default Directory Users 1
a» Roles and administrators
Tenant ID bd5269da-06cb-4962-bbc1-d3d58a129ecd [ Groups 0
& Administrative units
Primary domain csrgzzoutlook.onmicrosoft.com Applications 0
& Delegated admin partners
. o License Microsoft Entra ID Free Devices 0
8 Enterprise applications
oA .
.| Devices Alerts

= App registrations

} Identity Governance A
Application proxy

Custom security attributes

4 Licenses

% Cross-tenant synchronization

Azure AD is now Microsoft Entra ID

Microsoft Entra ID is the new name for Azure Active
Directory. No action is required from you.

Microsoft Entra Connect v1 Retirement

All version 1.x builds of Microsoft Entra Connect
(formerly AAD Connect) will soon stop working
between October 2023 — March 2024. You must move
to Cloud Sync or Microsoft Entra Connect v2.x.

Learn more 3 Learn more [

Navigate to Properties to fill out personal user information such as first, last name, etc, here you
can specify if its a member or a Guest.



Microsoft Azure

Home > Default Directory | Overview >

Create new user

Create a new internal user in your organization

Basics Properties Assignments Review + create
Identity
First name | |
Last name |
User type | Guest = |
Authorization info Member

Guest

Job Information

Job title | |

Company name | |

Department | |

Employee 1D | |

Employee type | |

Employee hire date | |

Office location | |

Manager -+ Add manager

Contact Information

Street address | |

City | |

State or province | |

After creating our user we can go back to list all user and select our new user, here we can edit
properties, manage assigned roles, admin units, groups etc.



Microsoft Azure P Search resources, services, and docs (G+/)

Home » Default Directory | Users » Users »

® HTF Admin

User
|P Search | « f Edit properties ﬂi[ Delete O Refresh E% Reset password & Revoke sessions @? Manage view R'j Got feedback?
Ovenvi
_Eaii Overview Monitaring Properties
& Audit logs e
3 Sign-inlogs Basic info

X Diagnose and sclve problems

Manage HTF Admin
htfadmin@csrgzzoutlook.onmicrosoft.com
&, Assigned roles Member
B
& Administrative units
& Groups User principal name htfadmin@¢ itlook onmicrosoft.com [ Group memberships 0
HH icati Object ID 4dcca396-6676-46d6-8e84-739402a48495
APP“CBtIDnS\ J cca e a i Applications 0
% Licenses Created date time Feb 14, 2024, 7:32 PM
Assigned roles 0
[H Devices User type Member
Azure role assignments Identities csrgzzoutlook enmicrosoft.com Assigned licenses 0
© Authentication methods
My Feed
Troubleshooting + Support
R New support request Account status & B2B invitation
© Enabled
Edit Convert to external user
Quick actions

Inviting a Guest Account



Home > Default Directory | Users >

Users

Default Directory - Microsoft Entra 1D

| B Search 4«

& All users
& Audit logs
2 Sign-inlogs
# Diagnose and solve problems
Manage
4 Deleted users
Password reset
£ User settings

«% Bulk operation results

Troubleshooting + Support

B New support request

+ Mew r > | Download users E Bulk operations O Refresh fé:i Manage view

ID. &

Create new user
Create a new internal user in your organization

T ™

Invite external user

Invite an external user to collaborate with your User principal name 1.
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https://wiki.tinod.net/uploads/images/gallery/2024-02/OS31SfUGwJx3TETk-image.png

Microsoft Azure

Home > Default Directory | Users » Users >

Invite external user

Invite an external user to collaborate with your crganization

Basics Properties Assignments Review + invite

Invite a new guest user to collaborate with your organization. The user will be emailed an invitation they can accept in order

ldentity

Email * I _ zi@gmail.com |

Display name Car |

Invitation message

Send invite message n

Message

Cc recipient

An Invitation will be sent to access your Organization

Type of users - Administrators Members and Guest Accounts.

Role Assignment - Determines permissions and access.




Object Ownership - App, Devices, groups and resources that are owned.



AZ-104 Azure ldentity - LAB
Create and Manage

Microsoft Entra ID Users In
the Portal

Crate Azure users and groups in Entra ID

Scenario
To help you walk through the lab, consider the following scenario:

You work as a senior systems administrator, and the management of Microsoft Entra ID is one of
your many responsibilities. As a senior team member, it's also important that you share your
knowledge with other colleagues. Your manager has recently asked you to provide a walk
through of basic user management tasks for a group of new Helpdesk team members.

Using an empty demonstration Microsoft Entra ID tenant you have configured, you are going to
demonstrate the following:

Creating a new user.

Modifying existing user accounts.
Revoking access for users.
Deleting user accounts.

Lab Setup

The objectives for this hands-on lab can be completed using the Azure portal. Specifically, all tasks
will be performed using the Microsoft Entra ID service pages.

https://www.youtube.com/embed/oRAUfSzj52w



https://learn.microsoft.com/en-us/training/modules/create-users-and-groups-in-azure-active-directory/
https://www.youtube.com/embed/oRAUfSzj52w

Solution

Create Microsoft Entra ID User Accounts

1. In the Azure portal, click the hamburger icon at the top-left of the screen to open the
menu.

From the menu, select Microsoft Entra ID.

From the menu on the left, select Users.

From the menu at the top, click New user, and then select Create new user.

In the User principal name field, enter a username for the first new user account.
Leave the domain name as is.

6. In the Display name field, enter a first name and last name for the first new user

vk WwhN

account.

7. Click Next: Properties.

8. Scroll through and view some of the properties you can configure for a new user
account. For the purposes of this hands-on lab, you do not need to configure any other
properties for the new user account.

44 Note: Attempting to assign a role to your user may break your
hands-on lab.

9. Click Review + Create.
10. Then, click Create.
11. Repeat steps 4 through 10 to create your second new user account.
12. From the menu at the top, click Refresh and verify that both user accounts you just
created now appear in the All users list in your Microsoft Entra ID service.

¢4 Note: You may need to refresh the page a few times for the list to
be updated.

Modify a Microsoft Entra ID User Account

1. From the All users list, select one of the users you just created to open their profile.

2. View some of the options and settings that you can modify for a user account using
the menu at the left.

3. If necessary, select Overview in the menu to return to the user's profile.

4. From the menu at the top, click Edit properties.



5. Modify some of the settings for the user, such as entering their First name and Last
name or updating the information for their Job title.

6. Click Save.

From the menu at the top, click Reset password.

8. In the Reset password pane that displays on the right, click the Reset password
button.

~

¢4 Note: This will generate a temporary password that must be
changed on the next sign in. You would need to take note of the
temporary password that is displayed and provide it to the user.

9. Click the X to close the Reset password pane.

Revoke Access to a Microsoft Entra ID
User Account

1. From the menu at the top, click Revoke sessions.

44 Note: This will log the user out of any active sessions that they are
currently logged into.

2. In the Do you want to revoke all sessions for the user? prompt, click Yes.

Delete a Microsoft Entra ID User Account

From the All users list, check the checkbox next to one of the users you created.
From the menu at the top, click Delete.

In the Delete the selected users? prompt, click OK.

From the menu at the top, click Refresh and verify that the user account has been
removed from the accounts in the All users list.

ol A\ s

¢4 NoOte: You may need to refresh the page a few times for the list to
be updated.

5. From the menu on the left, select Deleted users. The user account you just deleted
should appear in the list of deleted accounts.

¢4 NoOte: You may need to refresh the page a few times before the
user you deleted appears in the list.



6. Check the checkbox for the user account and note that you could choose the Restore
users or Delete permanently options from the menu at the top if you needed to
take further action on the account.

¢4 Note: Users that have been deleted remain in the Deleted users
list for 30 days.



AZ-104 Azure ldentity - LAB
Perform Bulk Microsof Entra
ID Operations in the Portal

Scenario
To help you walk through the lab, consider the following scenario:

You work as a systems administrator for an organization that has a lot of seasonal projects. As a
result, it's very common for you to have to create and delete a large volume of users every few
months throughout the year, as well as manage relevant security groups.

You have some spare time now before the project season begins, and you would like to investigate
the use of bulk operations to help minimize your workload during these seasonal high peaks.

To get started, you would like to practice the following operations within your empty demo
Microsoft Entra ID tenant:

1. Creating and deleting users in bulk
2. Managing group membership in bulk

Lab Setup

The objectives for this hands-on lab can be completed using the Azure portal. Specifically, all tasks
will be performed using the Microsoft Entra ID service pages.

https://www.youtube.com/embed/LP6WYh2191E

Solution


https://www.youtube.com/embed/LP6WYh2191E

Bulk Create Users

Download and Edit the Template Used to Bulk Create
Users

1. In the Azure portal, click the hamburger icon at the top-left of the screen to open the

menu.

From the menu, select Microsoft Entra ID.

From the menu on the left, select Users.

From the menu at the top, click the Bulk operations drop-down.

Click Bulk create.

In the Bulk create user pane that displays on the right, click the Download button to

download the latest CSV template.

7. Navigate to and open the CSV template file that was downloaded.

8. View the fields included in the template. Take note of any required fields and the total
number of fields, as you will need to include some sort of information for each field.

ok whN

¢4 Note: The template provided from Microsoft may be updated over
time, and the fields included in the template (both required and
optional) are subject to change. For that reason, we cannot provide
you with a list of fields and the information to include or a mocked
up file to be uploaded.

9. Enter information for the three new users you want to add, including data for — at
minimum — each of the required fields.

e The required fields likely include the user's name that is aligned with their Name
and a username (in the form of an email address) that is aligned with their User
Principal Name in AD.

e To obtain the proper domain for the User Principal Name field, navigate back to
the Azure portal and click on a user in the All users list; where their User Principal
Name is listed, copy the domain following the @ symbol (including the @
symbol), and paste it into the template for each user you create.

e The remaining fields will need to be accounted for in the template with a comma.

e Do not include spaces between the commas and the field data. Spaces between
them will cause the upload and bulk creation process to fail.

e For example, at the time this lab was made, an entry in the template included
the following fields:

[First Name] [Last Name],[username]@[userPrincipalName],[password],No
Amos Smith,amos@radlabs4p.onmicrosoft.com,password123!,No,,,,,,...:»

10. Once you have entered the users to be added, save your changes to the file.

rrrrrrrrrrrrr



Upload Your Edited File and Execute the Bulk Create User
Process

1. Back in the Azure portal, in the Bulk create user pane on the right, click the folder icon
next to the Upload your csv file field.

¢4 Note: If you navigated away from the page to copy the domain
name for the users while editing the template, you may need to
navigate back to the All users page and then click Bulk operations
> Bulk create to open the pane again.

2. Navigate to the location of your edited template file and select it.

3. If there are any issues with the data in the file, you will receive a notification of the
errors in the Bulk create user pane. If any exist, fix the errors, save the file, and upload
it again.

¢4 NoOte: You may have to repeat this process until your file has no
errors.
4. When your file has uploaded successfully, click the Submit button.
¢4 Note: It may take some time to create your users.
5. You will receive a status notification about the creation process in the Bulk create user
pane.

44 Note: If there are any issues during the creation process, you can
click Bulk operation results in the menu on the left, click on your
file in the list, and view the errors it encountered.

6. From the menu at the top, click Refresh and verify that the new users now appear in
the list of All users.

Bulk Delete Users

Download and Edit the Template Used to Bulk Delete
Users

1. From the menu at the top, click the Bulk operations drop-down.
2. Click Bulk delete.



3. In the Bulk delete user pane that displays on the right, click the Download button to
download the latest CSV template.
4. Navigate to and open the CSV template file that was downloaded.
5. View the fields included in the template. Take note of any required fields and the total
number of fields, as you will need to include some sort of information for each field.
6. Enter information for the user you want to delete, including data for the required field.
e The required fields likely include the username that is aligned with their User
Principal Name in AD.
e For example, at the time this lab was made, an entry in the template included

the following fields:
[usernamel]@[userPrincipalName]
amos@radlabs4p.onmicrosoft.com

7. Once you have entered the user to be deleted, save your changes to the file.

Upload Your Edited File and Execute the Bulk Delete User
Process

1. Back in the Azure portal, in the Bulk delete user pane on the right, click the folder icon
next to the Upload your csv file field.

44 Note: If you navigated away from the page to copy the User
Principal Name for the user while editing the template, you may
need to navigate back to the All users page and then click Bulk
operations > Bulk delete to open the pane again.

2. Navigate to the location of your edited template file and select it.

3. If there are any issues with the data in the file, you will receive a notification of the
errors in the Bulk delete user pane. If any exist, fix the errors, save the file, and upload
it again.

4. Once your file has uploaded successfully, type Yes in the Are you sure you want to
perform the delete operation? field.

5. Click the Submit button.

6. You will receive a status notification about the deletion process in the Bulk delete user
pane.

44 Note: If there are any issues during the deletion process, you can
click Bulk operation results in the menu on the left, click on your
file in the list, and view the errors it encountered.

7. From the menu at the top, click Refresh and verify that the user has been removed
from the list of All users.



Bulk Add Group Members

Create the Group

ok wnH

Using the breadcrumb trail at the top, navigate back to the Microsoft Entra ID tenant.
From the menu on the left, select Groups.

From the menu at the top, click New group.

From the Group type drop-down, select Security.

In the Group name field, enter a name for the group.

Leave everything else as is, and click Create.

Download and Edit the Template Used to Bulk Import
Members

1.

vk WwhN
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In the list of groups in the All groups view, click on the name of the Security group you
created.

From the menu on the left, select Members.

From the menu at the top, click the Bulk operations drop-down.

Click Import members.

In the Bulk import group pane that displays on the right, click the Download button to
download the latest CSV template.

Navigate to and open the CSV template file that was downloaded.

. View the fields included in the template. Take note of any required fields and the total

number of fields, as you will need to include some sort of information for each field.

Enter information for the users you want to add to the group, including data for the

required field.

e The required fields likely include the user's Object ID or the username that is
aligned with their User Principal Name in AD.

e For example, at the time this lab was made, an entry in the template included

the following fields:
[usernamel]@[userPrincipalName]
amos@radlabs4p.onmicrosoft.com

or
[memberObjectiD]
dec3f879-9439-4978-94be-17f17cefcOaa

¢4 NoOte: You can quickly find this information for each user within the
All users view in the portal. Modify the view by clicking on Manage
view in the top menu and then select Edit columns. Select only
the User principal name and Object ID options (Object ID may need
to be added), and click OK. Now, the User Principal Name and
Object ID are displayed for each user, which you can then copy and




paste into your CSV file.

9. Once you have entered the users to be added to the group, save your changes to the
file.

Upload Your Edited File and Execute the Bulk Import
Group Process

1. Back in the Azure portal, in the Bulk import group pane on the right, click the folder
icon next to the Upload your csv file field.

¢4 Note: If you navigated away from the page to copy the User
Principal Name or Object ID for the users while editing the template,
you may need to navigate back to the All groups page, then click
Members in the menu on the left, and then click Bulk operations
> Import members to open the pane again.

2. Navigate to the location of your edited template file and select it.

3. If there are any issues with the data in the file, you will receive a notification of the
errors in the Bulk import group pane. If any exist, fix the errors, save the file, and
upload it again.

4. When your file has uploaded successfully, click the Submit button.

5. You will receive a status notification about the import process in the Bulk import group
pane.

¢4 Note: If there are any issues during the import process, you can
click Bulk operation results in the menu on the left, click on your
file in the list, and view the errors it encountered.

6. From the menu at the top, click Refresh and verify that the users now appear in the
list of Members.



AZ-104 Azure ldentity -
Creating and Managing
Groups

[ ] Manage user and groups

[ ] Create users and groups

Describing groups

Practical Use

Creating a group

Managing group membership

Azure Management groups: Create a hierarchy of Azure management groups tailored to your
organization to efficiently manage your subscriptions and resources.

e Owners and Members: An owner of the group or a member of the group.
e Type of group: A security group or a Microsoft 365 group.
e Membership Type: Assigned, dynamic user or dynamic device.

To create a new group we can navigate to Entra ID then groups then add group

= Microsoft Azure 2 Search resources, services, and docs (G+/)

Home > Pluralsight Cloud | Groups >

Sa Groups | All groups
Pluralsight Cloud - Microsoft Entra ID /

f; Mew grou + Download groups efres] § anage view i Delet ot feedback?
¢ % Newgroup < Download groups () Refresh 55 Manag & Got feedback?

& All groups

2 Deleted groups @ Azure Active Directory is now Microsoft Entra ID. Learn more @

# Diagnose and solve problems P Search N Add filter

Settings Search mode 0 Contains

& General 12 groups found

£} Expiration [] Namer Object Id Group type

5% Naming policy —

We have different membership types


https://learn.microsoft.com/en-us/training/modules/manage-users-and-groups-in-aad/
https://learn.microsoft.com/en-us/training/modules/create-users-and-groups-in-azure-active-directory/

e Assigned: Manually or in bulk add users

e Dynamic user: Add variables per fields such as department for example to add all users
from X department

e Dynamic Device: This apply to specific hardware devices.

We need to click on Add Dynamic Query to add our rules for dynamic users in this case.

= Microsoft Azure 2 Search resources, services, and docs (G+/)

Home > Pluralsight Cloud | Groups > Groups | All groups >

New Group

& Got feedback?

Group type * @

| Security

Group name * (D)

| Test Group HR

Group description @

| Enter a description for the group |

Membership type * @

| Dynamic User

Assigned
Dynamic User

Dynamic Device

oyrmara wosr e o s

Add dynamic query

Here we added a Rule Syntax to add all members of Company-name X to our group, there are
multiple properties and operators we can use.

Home > New Group >

Dynamic membership rules
Save X Discard A7 Got feedback?
Configure Rules  Validate Rules (Preview)

You can use the rule builder or rule syntax text box to create or edit a dynamic membership rule. © Learn more

And/Or Property Operator Value

[ | [ companyName | [ Equals v [x

~+ Add expression t Get custom extension properties @

Rule syntax & Edit
|(user.companyName -eq X"}

Now we need to add users then validate and see if they belong to group HR



Home > Default Directory | Groups > Groups | All groups > New Group

Dynamic membership rules

save X Discard A7 Got feedback? )

Configure Rules  Validate Rules (Preview)

Rule syntax

Z Edit

((user.department -eq "HR")

\dd users to validate against this rule. Learn more

-+ Add users O Validate 9 In group Q Not in group o Unknown

Name \o Status
' “hase g View details

T . @  wewoenis

ase e View details

we can also search by user-type for all Guest for example and apply a group for all Guests.

Configure Rules  Validate Rules (Preview)

You can use the rule builder or rule syntax text box to create or edit a dynamic membership rule.© Learn more

And/Or Property Operator Value
[ userType v : Equals v ] [ Guest
And <Choose a Property> <Choose an Operator> Add aIvalue

-+ Add expression —+ Get custom extension properties ©

Group Types

Security: Security groups are used to manage access o shared resources for a group of
users.

Microsoft 365: These groups are used to give members access to shared mailbox,
calendar, files, etc.
Assigned: Users are specifically selected to be members of a group.

attributes.

Dynamic Device: Membership rules are created that automate group membership via
devices attributes.

Dynamic user: Membership rules are created that automate group membership via user
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Creating Administrative
Units

[] Administrative Units for Entra ID

An administrative unit is a Microsoft Entra resource that can be a container for other Microsoft
Entra resources. An administrative unit can contain only users, groups, or devices.

Microsoft 365 admin center PowerShell Microsoft Graph API

Administrative units

School of Engineering Securityteam Executive team

ste ste

® ®
dh [

D)

User Admin Groups Admin  Helpdesk Admin
License Admin

Constraints

e Administrative units can't be nested.

e Administrative units are currently not available in Microsoft Entra ID Governance.

Groups

Adding a group to an administrative unit brings the group itself into the management scope of the
administrative unit, but not the members of the group. In other words, an administrator scoped to
the administrative unit can manage properties of the group, such as group name or membership,
but they cannot manage properties of the users or devices within that group (unless those users
and devices are separately added as members of the administrative unit).


https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/administrative-units
https://learn.microsoft.com/en-us/entra/id-governance/identity-governance-overview

For example, a User Administrator scoped to an administrative unit that contains a group can and

can't do the following:

Permissions Can do
Manage the name of the group 0
Manage the membership of the group 0

Manage the user properties for individual members of
the group

Manage the user authentication methods of individual
members of the group

Reset the passwords of individual members of the group 0

Plan the organization

Plan the organization and evaluate its needs to determine the value that administrative units can
provide for managing identities like groups and users.

Crate and Administrative Unit

Create an administrative unit to logically divide the organization and allow for scoping.


https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference#user-administrator

Microsoft Azure £ Search resources, services, and docs (G+/)

Home >

(i ) Default Directory | Overview

Microsoft Entra ID

“ + Add iﬁcSz Manage tenants What's new 3 Preview features ,'Q_" Got feedback?
O Overview

Praview features @ Azure Active Directory is now Microsoft Entra ID. Learn more (@

# Diagnose and solve problems Overview Monitoring Properties Recommendations Tutorials
Manage £ Search your tenant
& Users
Basic information
&8 Groups
BF External Identities Name Default Directory Users 4
& Roles and administrat
Tenant ID bd5269da-06ch-4962-bbc1-d3d58a129ec9 |E Groups 1
Administrative units
Primary domain csrgzzoutlook.onmicrosoft.com Applications 0

% Delegated admin partners

- . L License Microsoft Entra ID Free Devices 0
s Enterprise applications

o .
| Devices Alerts
i App registrations
[&) |dentity Governance A Microsoft Entra Connect v1 Retirement Azure AD is now Microsoft Entra ID
Aoplication prox All version 1.x builds of Microsoft Entra Connect Microsoft Entra ID is the new name for Azure Active
P proxy (formerly AAD Connect) will soon stop working Directory. No action is required from you.

between October 2023 — March 2024. You must move

-
[ Custom security attributes :
to Cloud Sync or Micrasoft Entra Connect v2.x.

4 Licenses Learn more @ Learn more 13

Home > Default Directory

Default Directory | Administrative units

Microsoft Entra ID

« @® Leammore + Add [T Delete () Refresh [& Preview features A7 Got feedback?
@ Overview
@ Preview features ‘ £ Search administrative units | * Add filters
X Diagnose and solve problems Name T Description Restricted management Membership type
O mx No Assigned

Manage

& Users



Microsoft Azure

Home » Default Directory | Administrative units >

o5 MX | Properties (Preview)

Default Directory - Microsoft Entra 1D

|J:' Search | » O swve [ Discard
Manage /

32 Properties (Preview) |DE1F;:8}' name * : |
& Users

& Groups |DE5criptiar. |
L Devices

Membershi *
ar» Roles and administrators embership type * ©

| Assigned N
Activity

Object ID
% Bulk operation results | aaB2eeac-186f-43ba-Bfbe-f9f2418f3d0d D |

Restricted management administrative unit (&
e k -

| Yes [ ]

., -

e Purpose of administrative units: An Azure AD resource for providing a container for Azure
AD Objects.

e Benefits of Administrative units: Allow you to control the scope of your administrative
users.
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Configuring SSPR (self
serfice password reset)

Self Serfice Password Reset (SSPR)

SSPR Process
Authentication Methods
SSPR Considerations

Localization Verification Authentication Password Reset Notification

e Mobile app: Authentication via app notification. AN example is the Microsoft
authentication application

e Mobile app code: Authentication via time-based codes, An example is the Microsoft
authentication application

e Email: Authentication via an external to Microsoft using codes sent to that email address

e Mobile Phone: Authentication via a mobile number using a phone call or SMS provides a
code. (less recommended method)

e Office Phone: Authentication via a non-mobile phone using a phone cal that prompts the
user to press #

e Security Questions: Authentication via answering a set of security questions (Least
recommended method).

Enable and manage SSPR via Azure AD Groups.


https://learn.microsoft.com/en-us/training/modules/allow-users-reset-their-password/

e Required methods: One or more of the available authentication methods is required for
SSPR

e SSPR for Admins: Security questions not available by admins. By Default, admins must
register for MFA methods

e Required Licenses: Azure AD P1 or P2, Microsoft apps for business, or Microsoft licensing
is required for SPPR.

Navigate to Entra ID then password reset

Home » Default Directory

Default Directory | Password reset - »

Microsoft Entra ID

-

manaye N

€D Geta free Premium trial to use this feature —
& Users
& Groups .

i Self-Service Password Reset
BE External Identities
b, Roles and administrators

This feature includes a set of capabilities that allow your users to manage any password from any device, at any time, from any location, while remaining in compliance with the security policies you define
A Administrative units
% Delegated admin partners

8 Enterprise applications
I Devices Why use self-service password reset?
5 App registrations
& Identity Governance REDUCE COST

Support-assisted password reset is typically 20% of organization's IT spend
¥ Application proxy

[ Custom security attributes

G
% Licenses R IMPROVE USER EXPERIENCES

2

® Cross-tenant synchronization Users don't want to call helpdesk and spend an hour on the phone every time they forget their passwords

4 Microsoft Entra Connect

&=/ Custom domain names

& Mobility (MDM and WIP)
Password reset

LOWER HELPDESK VOLUME

Bo

Password Management is the single largest helpdesk driver for most organizations

& User settings

. ENABLE MOBILITY
Il Properties
Users can reset their passwords from wherever they are
W Security
Monitoring

Home > Default Directory | Password reset > Password reset

Password reset | Properties

Default Directory - Azure Active Directory

-“'..—."] Save X Discard
2% Diagnose and solve problems
Self service password reset enabled ©

Manage Selected All

!I' Properties

These settings only apply to end users in your organizations ,admins are always enabled for
SSPR and are required to use two authentication methods to reset their passwords



e None: no user can perform SSPR (except admins).
e Select: Here we can use groups to Enable SSPR.
e ALL - this will enable all users in the tenant with SSPR.

For this exercise we select all users and select which type of authentication method

Home > Default Directory | Password reset > Password reset

Password reset | Authentication methods

Default Directory - Azure Active Directory

‘nr] Save >< Discard
X Diagnose and solve problems
o Authentication Methods for SSPR and Signin can now be managed in one converged policy. Learn more

Manage

I Properties Number of methods required to reset ©

- 2
@ Authentication methods )
— . . L]
7= Registration .

gistrat Methods available to users

Bl Notifications ) e
Mobile app notification
Il Customization

[:] Mobile app code
57 On-premises integration

© Administrator Policy . Email
Mobile phone
Activity . ile p
@ Audit logs ("] office phone
f#d Usage & insights [ ] security questions

Troubleshooting + Support



Home > Default Directory | Password reset > Password reset

Password reset | Registration

Default Directory - Azure Active Directory

“ ] save X Discard

X Diagnose and solve problems
Require users to register when signing in?

Manage [ Yes No

) &
i!? Properties Number of days before users are asked to re-confirm their authentication information ©
@ Authentication methods 180

Y= Registration
Bl Notifications

Il Customization

57 On-premises integration
© Administrator Policy
Activity

Audit logs

fil Usage & insights

Troubleshooting + Support

Home > Default Directory | Password reset > Password reset

Password reset | Notifications

Default Directory - Azure Active Directory

“ ] save X Discard

X Diagnose and solve problems
Notify users on password resets? (O

Manage @) No
{I! Properties Notify all admins Shen other admins reset their password? O
@ Authentication methods [ Yes No )

Y= Registration

BB Notifications

Il Customization

57 On-premises integration
© Administrator Policy
Activity

Audit logs

fil Usage & insights

Troubleshooting + Support



Home > Default Directory | Password reset > Password reset
(i Password reset | Administrator Policy
Default Directory - Azure Active Directory

X Diagnose and solve problems Is self-service password reset enabled?

Yes N
Mansge Number of methods required to reset:
11! Properties 7
© Authentication methods Methods available to administrators:
v— . . Email
7= Registration

Mobile phone (SMS only)

Bl Notifications Mobile phone
Il Customization Office phone

Mobile app code
57 On-premises integration

© Administrator Policy

o :I I I PR I l. &
Activity

Audit logs

fil Usage & insights

Troubleshooting + Support
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Azure Entra ID Device
Management

Device Management

e Basics of Identity
e Registration Options

e Azure AD Registered: Least restrictive option, allowing for bring your own device (BYOD)
with a personal Microsoft or local account, supports windows 10, 10S IpadOS, Android and
macOS.

e Azure AD Joined: Device is owned by the organization and accesses Azure AD through a
work account. These identities exist only in the cloud supports windows 10 and Server
2019

e Hybrid Azure AD Joined: Similar to AD joined: however, these devices identities exist both
on prem and in the cloud, Support windows 7, 8.1, 10 and server 2008 or later.

Navigate to Entra ID then over to Devices


https://learn.microsoft.com/en-us/training/modules/manage-device-identity-ad-join/

Microsoft Azure

Home 3

Default Directory | Overview

Microsoft Entra ID

i

Cverview

~

Preview features

Diagnose and solve problems

Manage

a
a
E

@ W B

L 1] I_I_-l FEE

B =5 &

w Tl @ @ Be

Users

Groups

External Identities

Roles and administrators
Administrative units
Delegated admin partners
Enterprise applications
Devices

App registrations

Identity Governance
Application proxy

Custom security attributes
Licenses

Cross-tenant synchronization
Microsoft Entra Connect
Custom domain names
Mobility (MDM and WIP)
Password reset

User settings

Pronerties

-+ Add ~ 5 N

@ Azure Active Di

Overview Maonit

J Search your ten

Basic information

MName

Tenant ID

Primary domain

License

Alerts

A Microsoft
All version
(formerly ¢

between C
to Cloud S

Learn mor

Migrate t
methods |

Flease mic
legacy MR
avoid any

Learn mor



= Micrasoft Azure P Search resources, services, and docs (G+/)

Home » Default Directory | Devices »
o Devices | Overview
Default Directory - Microsoft Entra ID

« A7 Got feedback?

© Overview
=
07 All devices @ Azure Active Directory is now Microsoft Entra ID. Learn More 2
Overview  Monitoring  Tutorials
Manage

& Device settings D Search by name, device ID, or abject D

£ BitLocker keys (Preview)

£ Local administrator password
recovery Alerts

Activity

o Stale devices o Noncompliant devices o Unmanaged devices
& Auditlogs
& Bulk operation resuits (Preview] 0 0 0

Devices stale for 6+ months. This number may not reflect all recent changes. This number may not reflect all recent changes.
Troubleshooting + Support See all stale devices See all noncompliant devices See all unmanaged devices
& New support request
. Diagnose and solve problems
My Feed
m Total number of devices [+ Preview Features
0 2
This number may not reflect all recent changes. See all preview features

See all devices

Over in Device settings we can specify which or how users can register devices on our tenant
Users may join devices to Microsoft Entra.

e All: Will allow all users to join their devices.

e Selected: specify which users can join their device.

e None: No users can join their device.
Users may register their devices with Microsoft Entra.

e Allow users to register their BYOD devices to registered devices.

Require multi-factor authentication to register or join devices with Azure ID (self explanatory)

Maximum devices per user to add, recommended is 20.



Home > Default Directory | Devices > Devices

@ Devices | Device settings

Default Directory - Microsoft Entra ID

@ Overview

L2 Al devices

e

&2 BitLocker keys (Preview)

Manage

8% Device settings

£ Local administrator password
recovery

Activity

E Audit logs

«% Bulk operaticn results (Preview)
Troubleshooting + Support

f.' MNew support request

# Diagnose and solve problems

Device ldentity

«

E| Save ¢ Discard ,5? Got feedback?

Microsoft Entra join and registration settings

Users may join devices to Microsoft Entra (O

., TR
I Selected

]
None )

Selected

Users may register their devices with Microsoft Entra (O

@D )
Require Multifactor Authentication to register or join devices with Microsoft Entra &
(s

A\ We recommend that you require Multifactor Authentication to register or join devices with Microsoft Entra using
Conditional Access. Set this device setting to No if you require Multifactor Authentication using Conditional Access.

Maximum number of devices per user (O
[ 50 -

Local administrator settings

Manage Additional local administrators on all Microsoft Entra joined devices

Enable Microsoft Entra Local Administrator Password Solution (LAPS) (O

(e G

e Simplified procedure for adding and managing devices
e Improved user experience on devices
e Single Sign-on (SSO) for any registered or joined devices.



