AES - Renew AES Cert using
System Manager

AES certificate renewal if using SMGR certificate with CA Certificate and End Entity in place.
*This work will need a maintenance window for restarts of the AES.

1. Remove Certificate that is about to expire from AES.
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2. Restart AE Server

Maintenance | Service Controller Home | Help |
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3. Go to the System Manager> Security> Certificates> Authority> Search End Entities


https://wiki.tinod.net/uploads/images/gallery/2023-04/OEWH0V9UuQH2KFUe-image.png
https://wiki.tinod.net/uploads/images/gallery/2023-04/OCl8EDaHYqHwm27z-image.png

Home Security

EXEZS - Search End Entities

CA Activation
CA Structure & CRLs Adv
Certificate Profiles ; )
Cortification Autharties Search end entity wath username Search
Crypto Tokens Search end entity with Certificate SN (hex) | | | sear
Publishers . ;

Search end entities with status |- v| | Search |
Add End Entity Search end entines with certificates expinng within |IEE1 Davs | Search |

End Entity Profiles
search End Entities Made by PrimeKey Solutions AB, 2002-2014.

4, Verify the certificate for your AES by the CN and select Edity End Entity
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5. Change the status to New, enter the passwords and then Save
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Edit End Entity
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6. Scroll to the bottom of the page and select Public Web.
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7. Select Create Keystore and then enter the username and password from the End Entity and
select OK.

EJBCA®™

PKI BY PRIMEKEY

Enroll

Keystore Enrollment

Create Certificate from CSR Welcome to Keystore Enrallment
Create Keystors

Create Browser Certificate

Please enter your username and password. Then click OK to generate your token.
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8. Select 2048 bits and then Select Enroll.
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EJBCA Token Certificate Enrollment

Create Cestificate from CSR Welcome to keystore enroliment.

Create Browser Certificate
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Please choose a key length, then click OK to fetch your certificate.
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Once you click enroll the certificate will be downloaded (depending on your browser you can select
where it is saved or find it in downloads from windows explorer.

Next Import the new AE Services server certificateintothe AES
1. Using the AE Services Management Console navigate to " Security > Certificate Management > Server Certificates'

2. Click on the Import button and upload the new AE Services server certificate you created above (this will be the .p12 file).
Select an dlias (server) from the drop down menu

3. Click the"Apply" button.

» AE Sorvions

" Communication Manager Server Cardlicates
Interlace
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4. Select Choose file, Establish Chain of Trust and Certificate Alias.

Security | Certificate Management | Server Certificates

AE Services

Communication Manager Server Certificate Import
¥
Interface

High Availability File Path*:  Choose fle | Dave.pi2
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5. Enter the PKCS12 password (from the End Entity) and select Apply and then on the next page Apply
again.
¢ AE Services

. Communication Manager Server Certificate Impont Continue
Interface

High Availability PECS12 Passward® ltnﬂu

} Licensing [ Apply | Close |

¢ Maintenance

» Networking

* Security

+ AE Services
Communication Manager Server Certificate Import
Interface
Warning! You are importing the server certificate.
High Availability The new server certificabe can only take effect when the AE services restarts.
¢ Licensing 1) please use the Maintenance -> Service Cantroller page to restart AE Server.
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* Security
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Audit
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6. Restart the Linux server.

Maintenance | Service Controller
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